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1 Introduction to CLM

The Eurosystem provides market infrastructural services for payment and securities
settlement called TARGET Services. To be informed on central bank (CB) liquidity and to
perform central bank operations (CBOs), the Eurosystem offers the T2 Service and,
within this service, the Central Liquidity Management (CLM) component.

CLM provides information on central bank liquidity and managing credit lines and central
bank operations. In addition, CLM is the central component for funding the Real-Time
Gross Settlement (RTGS), TARGET2-Securities (T2S) and TARGET Instant Payment
Settlement (TIPS). Therefore CLM features main cash accounts (MCAs). The MCAs are
used for the settlement of CBOs and the management of credit lines (CLS).

CLM is a multi-currency system designed to carry out settlement in euro and non-euro
central bank money. Communication with CLM occurs in an application-to-application
(A2A) mode between CLM actors and CLM and on a user-to-application (U2A) basis via
the graphical user interface (GUI).

CLM interacts with the following other common T2 components:

| The Eurosystem Single Market Infrastructure Gateway (ESMIG), featuring central
authentication, authorisation and user management

|  Common Reference Data Management (CRDM), which allows authorised users to
set up, maintain and query all reference data (RD) that T2 Services share for their
processing activities

|  Data Warehouse (DWH), which either provides queries or reports the data for histor-
ical, statistical and regulatory reporting

| Business Day Management (BDM), which shows the schedule and calendar for all
components and currencies

| The Billing component (BILL), which provides the functionalities for the aggregation
of the daily billable items
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2 Overview of the UHB

The CLM User Handbook, hereinafter referred to as UHB, aims to facilitate the use of the
CLM GUL. It is intended for all GUI users, regardless of the focus of their activity and
outlines the full range of functionalities available in U2A mode. The UHB provides
detailed reference information on all GUI screens and step-by-step instructions for typical
workflows, referred to as use cases.

The target audience of this UHB consists mainly of central banks as well as payment
banks. By referring to the table of contents, each reader can identify the relevant parts.

There is a separate UHB describing the operator functionality. For this reason, those
functions that are exclusively relevant for the operator are not described within this UHB.
However, if a function is available for multiple audiences (e.g. for operators and central
banks), this is still indicated.

The UHB is part of the functional documentation and complements the general, technical
and detailed specification of the user detailed functional specifications (UDFS), which can
be found on the ECB’s website. Although the UDFS focuses mainly on the A2A, specific
sections/chapters contain detailed descriptions of the business concepts used in CLM,
which are also relevant when using the GUI. In addition, the CLM UHB provides helpful
information on the design and implementation of the GUI.

2.1 UHB Methodology

Several symbols and methodological elements are used throughout the CLM UHB to help
readers keep an overview and find the desired information quickly. All pages of the main
UHB chapters have a similar page layout. The reader can find four different elements:

| The header, indicating the chapter and sub-chapter title

| The margin column on the left side of each page, which is used for sub-headings
and information signs

| The text column, containing key information, tables and screenshots

| The footer, displaying the document’s name and version as well as the page number

2.2 UHB Structure

The UHB is divided into seven chapters:

The chapter Introduction to CLM provides the reader with a general overview of the
CLM design and features.

The chapter Overview of the UHB explains the content and approach of both the
document and the GUI. While the first section explains the methodology of the UHB, the
second section outlines its general structure.
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The chapter Set-up and Login provides the reader with general guidance on the
communication network and services, explaining the technical requirements, the security-
related processes and the user administration required to use the CLM GUI.

The chapter GUI Structure explains the basic elements of the CLM GUI structure, i.e.
menu and screen structure. It helps users navigate the system easily by using different
screen types. This chapter of the UHB provides more details on the general structure of
the GUI such as common buttons and icons. An online help facility can also be found
within the chapter.

The chapter Screen Reference Guide — Description of Screens provides users with a
complete overview of different possible screens on payments, liquidity, liquidity
management features, reference data, administration-interaction, administration-
monitoring and smart-select screens. Moreover, users will find all screen descriptions
including information on context of usage, screen access, privileges, references and the
descriptions of fields and buttons on the respective screens.

The chapter Screen User Guide — Description of Use Cases provides step-by-step
instructions on how users can carry out actions in the GUI. It gives users valuable
information on how to complete the use case successfully and helps them verify the
results. In addition, users can obtain detailed information on how to query relevant
information, execute cash transfer orders, use liquidity management features and obtain
more information on administration and central bank functions.

The chapter Annex provides users with information on:
| Error messages and error codes in the context of using the GUI screens

I U2A privileges
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3 Set-up and Login

3.1 Communication Network and Services

Refer to the Connectivity Guide specified in the ESMIG UDFS document, current version
available, for details on the communication network and services.

3.2 Technical Requirements

Before entering the GUI, make sure to implement all necessary preparations described
below.

Such preparations may be subject to periodical review/update to comply with changing
technical/regulatory scenarios.

Please refer to the “U2A Qualified Configuration” annex of the ESMIG UDFS.

The complete redefinition of the qualified browsers’ set and their related versions and the
full replacement of the applet technology will be, then, defined in the context of the
Eurosystem Single Market Infrastructure Gateway (ESMIG).

JavaScript is used for validations on the client side therefore ‘JavaScript’ has to be set to
‘enabled’.

The required minimum screen resolution is 1366 x 768 pixel. Screen resolutions below
this requirement are not supported and can lead to a deviating appearance and
functionality of the GUI.

Even if the screen resolution fulfils the requirement defined above, it is important to note
that scaling options provided by the operating system and the browser (e.g. 125% or
150%) may cause a deviating appearance and functionality of the GUI. If this is the case,
the usage of scaling options is not supported.

Users are directed to an initial page named ESMIG portal that ensures proper routing to
the web applications the user has been granted to enter.

During the maintenance window it is not possible to access the CLM GUI.

During the end of day beginning with the close of service the access to CLM GUI is not
possible.

Non-Repudiation of Origin (NRO) serves as a proof of the origin of actions. Via a digital
signature, it provides legal evidence that a user effectively sent a message or, in the case
of U2A, entered an instruction.

In order to perform a digital signature, the user needs a private key associated with a
public certificate stored in a device accessible by entering a PIN code. For details on the
devices see TARGET Services Connectivity Guide. The same PIN code is used for the
signing of selected instructions initiated by the user.
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The private key of the user is used to sign the instruction. This signed request is attached
to the U2A action. On the server side, the application must verify the signature in order to
process the request.

To use the token on a working station or laptop the most recent versions of the following
software has to be installed in advance:

| Ascertia Go>Sign Desktop

It may be necessary to remove other certificates like batches or tokens before plugging in
the NRO token.

For details on the required configurations see ESMIG U2A Qualified Configurations
document.

The user will be asked to enter the PIN code for signature purposes whenever an
instruction is submitted on a screen that is subject to NRO (see chapter Validations
[ 65], section ‘Digital Signature — NRO’).

In the context of the NRO implementation, T2 sends XAdES-C data to Legal Archiving
instead of replicating the approach used in TARGET?2.
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3.3 Security-Related Processes

In order to guarantee a secure and safe handling of the information and to protect
customer data provided via the GUI, various security elements have been put into place:

| Each action requires system or human validation as described in the validation
chapter [ 65]
| The scope of available data and functions is controlled via the management of ac-

cess rights

| The security features provided by the network providers and described in their re-
spective user documentation prevent unauthorised access

3.4 User Administration

Prior to the first GUI access, for each CB, PB and AS a system administrator has to be
created. The respective system administrator creates the users which can subsequently
access the GUI. Only registered users have access to the CLM GUI. The Registration
Guide provides information on how to fill in Registration Forms properly.

The system administrator can only assign predefined sets of access rights and roles to its
users, single privileges cannot be assigned. For more information on access rights see
the latest version of CRDM UDFS, chapter ‘Access rights management’.
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4 GUI Structure

This chapter explains the basic elements of the CLM GUI structure (i.e. structure of the
menu and the screens), helping the user to navigate through the system and to use it
quickly and efficiently.

The chapter ‘Menu Structure’ explains the menu structure where screens are grouped
functionally. The chapter ‘Screen Structure’ explains the layout structure common to all
screens. The following sub-sections provide details on the different screen types and on
recurring elements, such as common field types or buttons and icons.

4.1 Menu Structure

The CLM menu is accessible by clicking on the menu button. The menu is structured into
main menu and sub-menu entries. By selecting one of the main menu entries, the
corresponding sub-menu entries open to the right. By clicking on a sub-menu entry, a
screen will open.

The CLM menu provides access to all available business functionalities. The menu only
displays those entries for which the user has the appropriate access rights.

Welcome

Cash Transfers and Messages

‘

B Liquidity Query CLM Cash Account Liquidity

C Liquidity Management Features > !;l;w quuxdnyTransfer B
Minimum Reserves > Query Credit Line per Account Holder
Query Standing Facilities
Reference Data >
Administration >
Monitoring >

Figure 1 - CLM Menu

Label Element

A Menu button
B Main menu entries
C Sub-menu entries

Table 1 - Menu Structure
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4.2 Screen Structure

All screens of the CLM GUI follow a standard layout consisting of the following elements:

|  Header
|  Sub-header

|  Content area

A

B | = Welcome

{ ta r‘gEt [ T2 Central Liquidity Management u

Retease: LOGO
| Business Day

Notification Area

Button Bar
Figure 2 - Screen Structure
Figure
Description Label Element
A Header
B Sub-header
C Content area
Table 2 - Screen Structure
4.2.1 Header
The header appears at the top of every screen. The content and format of the header is
common for all screens of the CLM user interface. The header displays the following
information to the user:
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ta r\get ’ p) Central Liquidity Management

User P
Release LOC
| | | Business ay | |

A B C D E |l F G

Figure 3 - Header

Figure
Description Label Element Description
A TARGET Services T2 Logo This area shows the TARGET Services T2
logo.
B Service Component This area shows the name of the used

service (in this case CLM).

C Technical Environment This area shows the stage in which the user

is operating (e.g. production environment).

D Business Day This area shows the business day for which

CLM is operating.

Format: YYYY-MM-DD

E User This area specifies the unique identifier of
the CLM user.

F Release This area shows the release number of the

GUI which the user is logged into.

G Logo This area shows the logo of a CB Iif

available.

Table 3 - Header Information

4.2.2 Sub-header

The sub-header appears below the header of every screen. The content and format of
the sub-header are common for all screens of the CLM GUI and display the following
information:
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Figure 4 - Sub-header

Figure

Description Eabel Element Description

A Menu button This button provides access to the CLM main
menu and the GUI functions based on the

privileges of the user.

B Broadcast button This button notifies the user about specific system
events as well as operations-related and business-
related information. This button is orange when a
new broadcast is available and white when there is
no new broadcast available. New broadcasts can

be accessed by clicking on the broadcast button.

C Name of current screen This area shows the name of the current screen.
D Breadcrumb This area shows the navigation path of the current
screen.

Further details can be found in chapter
Breadcrumbs [ 37].

E Bookmark button This button allows the user to save most frequently
used screens and their settings. This button is only
available for Query, List, Display and New Screens

but not for Details Screens.

Further details can be found in chapter Bookmark
[ 38].
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Label Element Description

F Online help button This button provides a context sensitive description

of the current screen.

Further details can be found in chapter Online Help
[ 70].

G User settings button This button allows the user to select and change

CLM GUI preferences for the current session.

Further details can be found in chapter User

Settings [ 43].

H Logout button This button allows the user to log out of the CLM
GUI. When clicking on the button, a pop-up
appears that requests the user to confirm or cancel

the logout operation.

Table 4 - Sub-header Information

4.2.2.1 Breadcrumbs

The GUI uses breadcrumbs to visualize the window navigation path that the user has
used. This navigation path provides an easy option to navigate to previously visited
screens.

List of Cash Account Reference Data

Query AS Batches > List AS Batches > Details of Message > List of Cash Transfers > Details of Cash Transfer

Figure 5 - Breadcrumb Navigation (with five entries)

The user can click on the listed entries in the navigation path below the screen name in
order to return to the respective screen. The screen history (e.g. result set) remains
stored.

If the entries of the breadcrumb navigation exceed the available display width, only the
first and the last entries are shown, displaying ‘..." in between representing the other
available elements. The user can click on ‘...” opening a menu which displays all
available elements, including the first and the last entry.
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Figure 6 - Exceeded Breadcrumb Navigation

A maximum of 12 entries can be stored in the breadcrumb navigation. If this amount of
entries is exceeded, the oldest entry on the left will be removed making space for the
newest entry on the right.

When returning to a previously visited screen via breadcrumb navigation, all subsequent
entries, following the entry the user navigated to, are cleared.

Each external navigation (e.g. a different entry point from the main menu) clears the
breadcrumbs.

4.2.2.2 Bookmark

Bookmarks enable the user to save the currently opened screen including all previously
entered data on the respective screen. The bookmark function includes adding new
bookmarks, organising them in a bookmark bar, modifying and deleting bookmarks.

Detailed information on these functions can be found in the following chapters:
| New Bookmark [ 38]
| Bookmark Bar [ 40]

| Modify and Delete Bookmark [ 41]

4.2.2.2.1 New Bookmark

The user can click on the ‘Bookmark Button’ to open the ‘Add Bookmark — Pop-up’
allowing the user to customize a new bookmark for the currently opened screen.

This function is only available for Query/List, Query/Display and New Screens.
Bookmarking a List or Display Screen that follows a Query Screen only saves the
respective Query Screen.

This pop-up can be reached in the following way:

| Sub-header >> [Bookmark button]
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Figure 7 - Bookmark Button
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Leave empty to not add bookmark to 3 folder
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= share with

& Party O
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Sharad from RMPC-GUI-USRO1

Figure 8 - Add Bookmark — Pop-up

Field
Descriptions ADD BOOKMARK - POP-UP

Name* This field requires the user to enter a name for the bookmark

which will appear in the bookmark bar. Multiple bookmarks

with the same name can be in the same folder.
Default value: name of currently opened screen
Required format: up to 256 characters
Folder This field offers the possibility to enter the name of the folder
the new bookmark is placed in. The auto-complete

functionality shows already existing folders in the bookmark
bar.

If the user enters a non-existing folder name, a new folder will
appear in the bookmark bar after clicking on the ‘Submit’

button.

The user can leave this field empty in order to add the new

bookmark to the bookmark bar without adding it to a folder.

Required format: up to 64 characters
Bookmarked Screen This row shows the name of the current screen.

Share with This section offers the possibility to share the bookmark.

PB and AS users can share the bookmark with their own party
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ADD BOOKMARK - POP-UP

(‘Access’, ‘Modify’), CB users and operators can additionally

share the bookmark with their community (‘Access’).

Clicking on the checkbox ‘Modify’ in the row ‘Party’
automatically activates the checkbox ‘Access’ in that same

row. It further makes the checkbox ‘Access’ non-modifiable.

Clicking on the checkbox ‘Access’ in the row ‘Community’
automatically activates the checkbox ‘Access’ in the row

‘Party’. It further makes the checkbox ‘Access’ non-modifiable.

A shared bookmark which is modified by a user of a party will

be updated for all users of this bookmark.

Table 5 - Add Bookmark — Pop-up

ADD BOOKMARK — POP-UP — BUTTONS

Submit The user can click on this button to save the bookmark. After
submitting, the new bookmark will be placed into the
bookmark bar [ 40].

Depending on the input in the field ‘Folder’, the new bookmark
will either be placed into a folder or will be placed as a single

entry into the bookmark bar.

Cancel The user can click on this button to close the pop-up without

adding any bookmarks.

Table 6 - Add Bookmark — Pop-up — Buttons

4.2.2.2.2 Bookmark Bar

The bookmark bar shows the current bookmarks as configured by the user. It shows all
bookmarks and folders in alphabetical order, starting with folders.

As soon as the user adds a bookmark, the bookmark bar appears above the header in
the GUI. The folders and entries remain saved across sessions in the GUI. If no
bookmarks are available or all entries are deleted by the user, the bookmark bar is not
displayed.
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O Lliquidity  Query Task Queue Queued LT Orders

target |T2 Central Liquidity Management

| Business Day

Figure 9 - Bookmark Bar (with one folder and two bookmarks)

The user can click on a bookmark in order to access the bookmarked screen with all
entered data. Clicking on a folder opens a drop-down list with all bookmarks within this
folder.

The user can hover over a bookmark to see the full name of the bookmark and the
bookmarked screen. While hovering, he can also see the ‘Modify’ icon which appears to
the right of the entry. Clicking on the ‘Modify’ icon opens the ‘Modify Bookmark — Pop-up’
which is described in chapter Modify and Delete Bookmark [ 41].

o Liquidity  Queued LT Orderm

Central Liquidity Management

| Business Day

Figure 10 - Hover Functionality Bookmark Bar

A share icon in front of a bookmark entry indicates if a bookmark was shared with the
user’s party or community.

3 Liquidity Juery Task Queue Queued LT Orders

ta r-g.et | 1o Central Liquidity Management

| Business Day

Figure 11 - Shared Bookmark

4.2.2.2.3 Modify and Delete Bookmark

The ‘Modify Bookmark — Pop-up’ offers the possibility to modify or delete an existing
bookmark which was selected on the bookmark bar [ 40].

If the user that created the bookmarks is deleted, the bookmarks are deleted as well.

The popup to display a bookmark is opened by clicking on the modify icon next to the
bookmark. If the bookmark was shared with the user without the option to modify, the
user can only select ‘Display Bookmark’. The title of the popup is set to ‘Display
Bookmark’. The content area of the popup has almost the same content as the ‘New
Bookmark’ pop-up content area, whereas the only change is the bookmark name that is
displayed in a text area instead of a text field. All fields are disabled allowing the user to
only read information. The button bar has no buttons and therefore is not visible.

The pop-up can be reached in the following way:

| Bookmark Bar >> hover over bookmark the user wants to modify >> [Modify Icon]
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Figure 12 - Modify Bookmark — Pop-up

Field
Descriptions MODIFY BOOKMARK — POP-UP

Name*

Folder

Bookmarked Screen

Share with

All rights reserved.

This field shows the current name of the bookmark which

appears in the bookmark bar. This value can be overwritten.
Default value: current bookmark name

Required format: up to 256 characters

This field offers the possibility to enter the name of the folder
the current bookmark will be placed in. The auto-complete
functionality shows already existing folders in the bookmark
bar.

If the user enters a non-existing folder name, a new folder will
appear in the bookmark bar after clicking on the ‘Submit’
button and the previously selected bookmark will be moved to

this new folder.

If the selected bookmark is currently placed in a folder, the
user can delete the folder name from this field in order to
remove this bookmark from the folder. The bookmark will
appear as a single entry on the bookmark bar after clicking on
the ‘Submit’ button.

Required format: up to 64 characters
This row shows the name of the bookmarked screen.

This section offers the possibility to share the bookmark.

PB and AS users can share the bookmark with their own party

(‘Access’, ‘Modify’), CB users and operators can additionally
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share the bookmark with their community (‘Access’).

Clicking on the checkbox ‘Modify’ in the row ‘Party’
automatically activates the checkbox ‘Access’ in that same

row. It further makes the checkbox ‘Access’ non-modifiable.

Clicking on the checkbox ‘Access’ in the row ‘Community’
automatically activates the checkbox ‘Access’ in the row

‘Party’. It further makes the checkbox ‘Access’ non-modifiable.
A shared bookmark which is modified by a user of a party will

be updated for all users of this bookmark.

Table 7 - Modify Bookmark — Pop-up

Buttons
MODIFY BOOKMARK — POP-UP — BUTTONS

Submit The user can click on this button to save the changes and
update the bookmark. A shared bookmark is updated for all

users of the bookmark.

Cancel The user can click on this button to close the pop-up without

modifying any bookmarks.

Delete The user can click on this button to delete the selected
bookmark. Clicking on this button closes the pop-up and

deletes the respective entry from the bookmark bar.

Table 8 - Modify Bookmark — Pop-up — Buttons

4.2.2.3 User Settings

Context of The user can click on the ‘User Settings Button’ to open the ‘Modify Settings — Pop-up’
Usage allowing the user to specify GUI settings for the current session.

The specified settings are not stored across sessions. After changing the user settings for
the current session, the user is redirected to the ‘Welcome Screen’ of the RTGS GUI.

Access The pop-up can be reached in the following way:

| Sub-header >> [User settings button]
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Figure 13 - User Settings Button

Modify Settings X

Please ensure that you have saved your current work before you change these settings! |

Act on Behalf

]

Figure 14 - Modify Settings — Pop-up — No ‘Act on Behalf’ Selected

Modify Settings X

Please ensure that you have saved your current work before you change these settings! |

Act on Behalf

|ASBAATADX.XX n
T

Figure 15 - Modify Settings — Pop-up — ‘Act on Behalf’ Selected

= Welcome ActonBehalf:  ASBAATAOXXX o rd o (0} ‘

Figure 16 - 'Act on Behalf' — Display in Sub-header

Field
Descriptions MODIFY SETTINGS — POP-UP

‘Please ensure that you have A fixed notification displays the information ‘Please ensure
saved your current work before that you have saved your current work before you change

you change these settings!’ these settings!’.

If the user submits changes to the GUI settings while entering
data on a specific screen, the current input on a screen will be
lost.

Act on Behalf This field offers the possibility to enter a BIC for which the user

works on behalf.

The user can enter the BIC manually or search for it by
clicking on the smart-select button and opening the Party

Reference Data — Query Screen as a pop-up.

While searching, the displayed values are restricted to the

data scope of the user.

All rights reserved. CLM UHB R2024.JUN Page 44 of 604



targe

services

G

T2 GUI Structure

Screen Structure

Buttons

All rights reserved.

MODIFY SETTINGS — POP-UP

Note: In case the user selects a BIC for which he works on
behalf, the respective BIC will be displayed in the sub-header

after clicking on the ‘Submit’ button.

Required format: 8 or 11 characters

Table 9 - Modify Settings — Pop-up

MODIFY SETTINGS — POP-UP — BUTTONS

Submit The user can click on this button to submit the modification of

GUI settings.

Clicking on this button stores the changes locally and closes
the ‘Modify Settings — Pop-up’. All following requests transmit
the stored attributes to the back-end. Therefore, the submitted
modifications (e.g. ‘Act on Behalf’) can restrict the data scope

of the user.

Cancel The user can click on this button to cancel the modification of

GUI settings.
Clicking on this button discards the current input and closes
the ‘Modify Settings — Pop-up’.

Delete Act on Behalf The user can click on this button to delete the BIC for which
he works on behalf.

Clicking on this button automatically submits the deletion and

closes the ‘Modify Settings — Pop-up’.

This button is only visible if the user has previously selected a

BIC for which he works on behalf.

Table 10 - Modify Settings — Pop-up — Buttons

4.2.3 Content Area

The content area is the section of the screen in which the GUI shows functional and
business data, input elements or other application-related content. It consists of the
notification area, the business content and the button bar. Scrolling is only possible in the
content area. The notification area and the button bar always remain visible where they
are required within a screen.
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4.2.3.1 Notification Area

The notification area displays confirmation and error notifications related to the current
screen. It can also inform the user about a change of search criteria.

Success notifications are displayed in green and error notifications are highlighted in red.

New Liquidity Transfer

New Liquidity Transfer

Figure 17 - Success Notification

New Liquidity Transfer

New Liquidity Transfer

Operation Failed 0Completed X

U027: Invalid credit account type

Figure 18 - Error Notification

Notifications regarding the task queue are produced after data submission and show if
the data submission was successful or if technical errors occurred inside the application.

In case the user adjusts the search criteria on a list screen after a query has been
performed, the notification area indicates the change.

List of Messages

Query Messages

| Search Criteria changed since last Search |

Figure 19 - Change of Search Criteria Notification

The response notification box can appear in the notification area showing functional
requests with a table visualizing the list entries picked for an action.

The response notification box is also used to notify in case the liquidity information query
for at least one account located in TIPS or T2S fails. In this case, the response
notification box shows the error code and the error description returned by TIPS or T2S
respectively and the service (TIPS or T2S) sending this response. The response
notifications are included in a box, containing a table of response notifications and a
headline at the top.
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Query Cash Transfers

A e Operation Partially Successful 1 of 2 Completed
e 1mr-ﬂm_=_m===mn
Normal (pacs00g) PBAAGRATXR PEACGRATXRT  15000,000.00 EUR quéued
——— A Task 1D 2113
Nermal Te (pacs.010) 1 PBACGRATXR1  800000.00EUR  revoked

Figure 20 - Response Notification Box

Figure

Description Label Element Description

A Headline The headline of the response notification box can

have three different status labels:
| Operation Successful
| Operation Partially Successful
| Operation Failed

The headline also gives the user a summary of
the error and success natifications contained in
the response notification box (e.g. ‘1 of 2

Completed’).

B Success naotification For success natifications regarding a list entry,
the second row (corresponding line) shows the
task ID leading to the related item in the task

queue.

Clicking on the success icon to the left of the

entry removes the entry.
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Label Element Description

C Error notification For error notifications regarding a list entry, the
second row (plus more if required) shows the
errors as corresponding lines containing the error

code and the associated error description.

Clicking on the error icon to the left of the entry

removes the entry.

D ‘Restore Notifications’ button The ‘Restore Notifications’ button restores the
content of the complete response notification box

and is available until the box is closed.

Clicking on this button always restores the
content of the response notification box to its
initial state. It is not possible to step back

iteratively.

E ‘Discard’ button The ‘Discard’ button (represented by the ‘x’ icon)

closes the response notification box.

Table 11 - Response Notification Box

4.2.3.2 Business Content

The business content is the part of the GUI where the user can trigger all business
actions. Depending on the screen, it consists of one or multiple sections with different
types of input, output or selection options.

A section can be opened by clicking on the expand button next to the section divider. A
section can contain multiple sub-sections with further input options. All sections and sub-
sections are separated by a divider or a headline.

The user can open the currently closed section under the divider by clicking on the open
button (+) to the left of the section title.

Priority

Figure 21 - Closed Section

The user can close the currently open section under the divider by clicking on the close
button (-) to the left of the section title.
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Priority

I:l Mo filter selected m

Figure 22 - Open Section

4.2.3.3 Button Bar

The button bar is a fixed element at the bottom of the content area that remains in place
even when the screen has a scrollable content area. The fixed positioning of the button
bar allows the user to execute the standard functions associated with the screen without
the need to scroll to the bottom of a screen. The buttons in the button bar can vary
depending on the selected screen.

Figure 23 - Button Bar

4.3 Screen Types

The CLM GUI consists of different types of screens, each serving a specific function. The
user can find all possible ways of accessing a screen in the respective screen description
within the Screen Reference Guide.

Query screens allow the user to query a result set by applying query criteria that the user
can define. The user can also specify the sorting order of the result list on this screen.
After executing a query, the list screen or display screen corresponding to the query
opens. Query screens can be accessed via the menu. The result set that the user can
query is restricted to the data scope of the user. When there are no mandatory fields on
the screen, the user can leave all fields empty to query his whole data scope. The data
scope is a restriction definition to enforce limits in data exposure.

List screens are displayed after executing a query via a query screen or after clicking on
a context menu entry. List screens show a table of data records matching the query
criteria. The table lists the total amount of data records in the footer and can show a
maximum of 100 entries per result page.

To ensure proper load and response times for the GUI a limit of 2,000 records is available
at most. For result sets smaller or equal to 2,000 the real amount of results the query has
produced is shown. For result sets larger than 2,000 records, only the first 2,000 records
are shown plus the information that the result set is larger than 2,000. With this
information the user can determine whether he adjusts the filter criteria (in order to further
reduce the result list) or takes a look into the result list produced (with the first 2,000
entries).
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The shown data records can usually be right-clicked on which results in opening a
context menu with further navigation options. The list of data records can also be
exported by clicking on the export button. When using the export functionality, the
complete result of the query will be exported regardless of whether the entries are shown
in the result list or whether they are not shown because of the limitation to 2,000 records
in the GUI.

On list screens, the user also has access to the section ‘Search Criteria’ in order to
modify the values of the previously executed query and refresh the screen accordingly. If
only a single data record matches the entered criteria on the query screen and a related
details screen exists, the list screen is skipped and the details screen is shown
immediately.

On certain list screens, bulk actions are possible. The user can click on the list
checkboxes next to the respective data records in order to select multiple entries. By
right-clicking on one of the selected data records, a context menu opens. This context
menu entry only shows those options that can be executed for all selected entries. When
the user clicks on a context menu option, the respective action will be performed for all
data records individually. After the execution of a bulk action, the results for all selected
data records are shown individually in the notification area.

Details screens provide the user with in-depth information of a previously selected data
record that appeared on a list screen. Details screens can be accessed via other screens,
e.g. via a context menu on a list screen.

Details screens can also be accessed if the user queries for a single data record on a
guery screen.

Display screens show in-depth information on certain topics such as liquidity. Depending
on the screen, they can either be accessed via a query screen, via a button on a related
screen or be accessed directly via the menu.

New screens allow the user to enter new data in predefined fields, e.g. in order to enter a
payment order or a liquidity transfer (LT) order. New screens can be accessed via the
menu or via a button on certain related screens.

There are different types of pop-up screens that can be opened by clicking on buttons or
context menu entries on other screens. Some pop-up screens are used to modify or
display certain values or attributes and some pop-up screens require the user to confirm
an action.

Smart-select screens can be opened as a pop-up by clicking on the smart-select button
next to certain input fields. Smart-select screens usually open a combination of query and
the subsequent list screen on which the user can specify search criteria to find the
desired option in a result list, e.g. for the input of Business Identifier Codes (BICs). The
displayed list allows the user to select and transmit a value to the input field of the screen
from which the smart-select screen was opened.
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Furthermore, there are upload and download screens that can be accessed via the menu.

A download screen allows the user to define a set of search criteria, similar to a query
screen, and immediately download the respective result set as a file. An upload screen
allows the user to upload a file while specifying information related to this file.

4.4 Field Types and Properties

Fields appear on all types of screens and allow the user to enter or display information
depending on the type of field. The following field types are used:

In input fields, the user can enter alphanumeric values. The user has to make sure to
comply with the format requirements of the fields which are listed in the Screen
Reference Guide.

Figure 24 - Input Field

Input fields can be pre-filled with a default value. The default value can be overwritten.

ZYXZDEFFPT1

Figure 25 - Input Field with Default Value

When the validation of the screen content (e.g. format requirements) returns an error for
an input field, the input field with the erroneous value is outlined in red colour.
Additionally, a red error icon is shown to the left of the field (see Common Buttons and

Icons [ 60]). The user has to make sure to make a valid entry in order to be able to
proceed.

- 100000,212 EUR

Figure 26 - Input Field Error

Read-only fields are pre-filled and display non-modifiable values. Read-only fields are
indicated by grey colour.

ACCOUNTID34X

Figure 27 - Read-only Field

The user cannot interact with an inactive field until it is activated by a selection made in a
previous field. When the field is inactive, it is coloured in grey. As soon as it becomes
active, it is coloured in white.
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Code Instruction Information

| | |

Figure 28 - Inactive Field

Instruction Information

| |

Code
PHOB

Figure 29 - Activated Field

Some input fields are mutually exclusive. This means that as soon as one of the mutually
exclusive fields is filled with a value, the other field becomes inactive and coloured in
grey. As a result, no more input will be possible.

Code Proprietary

| | input

Figure 30 - Mutually Exclusive Fields

The list checkbox can occur in the first column on a list or smart-select screen. The user
can click on the checkbox in order to select or deselect entries from the list. The list
checkbox is used when performing bulk actions (see chapter Screen Types [' 49],
section ‘List Screen — Bulk Actions’).

D Blocked for credits

[] ®locked for credits and debits

Figure 31 - List Checkbox (example values)

A standard drop-down list allows the user to select one entry from a pre-defined list of

possible values.

Credits and Debits

Figure 32 - Standard Drop-down List Field

In an autocomplete list, the user can enter characters that the field uses to filter among

the available options in the list.

Figure 33 - Autocomplete List Field

A multi-select list allows the user to select multiple possible values for one field by clicking
in the field and activating the checkbox next to the respective list entries. After finishing
the selection, the field indicates how many items have been selected. It also offers the
possibility to select or deselect all list items by clicking on the checkbox to the left of the
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field. A multi-select list can be combined with other list types, e.g. the autocomplete list as
shown in the figure below.

D Mo filter selected

Figure 34 - Multi-Select List Field

The user can enter a value directly into the input field, or click on the smart-select button
on the right leading to a smart-select screen where one or more search criteria can be

used to find the desired option.

Figure 35 - Smart-Select Field

The smart-select multi list allows the user to select multiple values for one field by clicking
on the smart-select button on the right leading to a search screen where one or more
search criteria can be used to find one of the desired options.

D Mo filter selected u

Figure 36 - Smart-Select Multi List Field

The user can enter a date and time manually or select a date and time using the pop-up
which opens by clicking into the input field or clicking on the calendar button on the right
side of the field. The time zone is shown on the right side within the field.

CLM UHB R2024.JUN Page 53 of 604



target

services

12

GUI Structure

Field Types and Properties

Date Picker

All rights reserved.

YYYY-MM-DD HH:MNM:SS

CEST

Figure 37 - Date and Time Picker

<

Su

27

Mo

28

(8]

12

rJ
(a2}

A
00
v

Tu

29

13

rJ
(an]

RS
|

July 2021 >

We Th Fr Sa

o 1 2 3

7 8 9 10

H: B 1B W

21 22 23 24

28 29 30 31
\ \
00 : 00
v v

Figure 38 - Date and Time Picker — Pop-up

The user can enter a date manually or select a date using the pop-up which opens by
clicking into the input field or clicking on the calendar button on the left side of the field.
The pop-up only allows the selection of dates which are allowed for the respective field.
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Figure 39 - Date Picker
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Figure 40 - Date Picker — Pop-up

The user can enter a time manually or select a time using the pop-up which opens by
clicking into the input field or clicking on the clock button on the right side of the field. The
time zone is shown on the right side within the field.

HH:MM:SS CEST

Figure 41 - Time Picker
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Figure 42 - Time Picker — Pop-up

Field Properties

The data scope of a user determines the set of data this user is allowed to inspect and to
act on.

The data scope is depending on the hierarchy of parties (see chapter ‘Data scope’ and
‘Configuration of users’ in the CRDM UDFS) and the types of groups (see chapter
‘Common Reference Data Objects’ and ‘Cash account data management ‘ in the CRDM
UDFS and usage description in chapter ‘Types of groups’in the CLM UDFS).
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It is also depending on the co-management (see chapter ‘Common Reference Data
Objects’ and ‘Account Configuration’ in the CRDM UDFS and usage description in
chapter ‘Functionalities’ in CLM UDFS) as defined in CRDM.

Every user is assigned the data scope of the party the respective user is directly linked to.

When performing a query with certain search criteria, the result set the user can see on
the subsequent list or details screen is determined as an overlap of the following two
principles: the entered search criteria on the one hand and the data within his data scope
on the other hand.

For queries of reference data, one or more specific values of a result set can be masked
due to restrictions in the data scope. Fields that contain values to be masked are overlaid
by a lock icon.

With regard to transaction data, the data scope of a user is derived from the data scope
of the related reference data. For example a cash transfer is within the data scope of the
user when the credit account or debit account included in the cash transfer is within the
data scope of the user.

There can be restrictions placed on some actions for certain elements within the data
scope of the user. For example a user is not allowed to increase the queue position of a
payment order where the credit account is owned by this party and the debit account is
owned by another party. If a context menu is only available for a subset of the elements
within the data scope of the user then this is explicitly mentioned in the description of the
respective context menu.

In the field description of the Screen Reference Guide, the required character format for
input fields is listed.

CLM operates in British English and uses the UTF-8 character set to enter data.
Furthermore, there is a validation for input fields to make sure that the input is compliant
with the FIN X extended character set. However, some input fields are limited to the FIN
X restricted character set. For the relevant fields, this is validated during data input.

Fields with FIN X extended character set
Ensure a given maximum length
Only allow the special characters: /\-?:().,"+!1#3$% &*="_"{|}~";<>@[]

Do neither start nor end with a blank

Fields with FIN X restricted character set
Ensure a given maximum length
Only allow the special characters: /-?:().,"'+

Do neither start nor end with a blank
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also lists the screen on which the field appears. If the column 'Section' is filled it means
that the restriction only applies to the field in this specific section of the respective screen.
If the column is empty, the restriction applies to all occurrences of this field on the
respective screen.

Field Screen Section
Business Message ID | Financial Institution Credit
(Generated) Transfer — New Screen

End To End ID | Financial Institution Credit

Transfer — New Screen
| Liquidity Transfer — New

Screen

ID | Financial Institution Credit

Transfer — New Screen

Instruction ID | Financial Institution Credit

Transfer — New Screen

Member ID | Financial Institution Credit

Transfer — New Screen

Proprietary | Financial Institution Credit

Transfer — New Screen

Subject | Broadcast — New Screen
Table 12 - List of fields subject to FIN X restricted character set

The GUI uses a validator for fields that require the input of a BIC. The input can either be
eight or eleven characters. In case the user enters eight characters, the entry will
automatically be completed with three ‘XXX’ at the end (BIC8+XXX). Fields that use the
BIC validator are indicated by the description ‘Required format: 8 or 11 characters’.

The GUI uses a validator for fields that require the input of an IBAN. The validator checks
for the correct pattern of the characters in the input field. It also validates the checksum.

Amounts are displayed with a full stop as decimal separator and with a comma as
thousands separator. While negative amounts are displayed in red and marked with a ‘-,
the user can only type amounts that are greater than or equal to zero into input fields.

The GUI is case sensitive and differentiates between upper and lower case in terms of
data input for input fields. Fields that are only filled with blanks are not processed by
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CLM. When a field entry starts or ends with a blank, those blanks are deleted
automatically.

When entering amounts into input fields, the GUI does not add fractional digits
automatically. If the user wishes to enter fractional digits, he has to use a decimal point (.)
to separate the digits in front of the decimal point from the fractional digits.

For better readability, the GUI does however automatically add thousands separators (,)
when the user enters amounts.

To facilitate a quicker input, the user can enter the following characters in fields that
require the input of amounts:

| The character T represents thousands, thereby allowing the user to enter three ze-
ros directly

| The character M represents millions, thereby allowing the user to enter six zeros di-
rectly

| The character B represents billions, thereby allowing the user to enter nine zeros di-
rectly

The input of the respective character immediately converts the entry into a value with the
corresponding number of zeros.

For quick input entries the GUI is not case sensitive.

Certain input fields require the entry of country codes by the user. Country codes have to
be entered according to the alpha-2 code specified in ISO 3166-1.

Certain input fields require the entry of currency codes by the user. Currency codes have
to be entered according to the 3-digit code specified in ISO 4217.

The 1SO 20022 messages use external code sets that can be entered in certain input
fields.

Unlike other 1ISO 20022 code sets, the codes listed in the external code sets are not
included in the relevant message scheme. The purpose of externalising these codes is to
be able to update the code sets (e.g. add new codes) without impacting the messages
themselves and, hence, without requiring the development of a new version of the
messages that use these code sets.

The external code sets can be downloaded from the following 1ISO 20022 page:
https://www.is020022.org/external _code_list.page

As the external code sets will be updated by the International Organization for
Standardization (ISO) roughly every three months, the values of these sets are in general
not included in the UHB. Please consider that in cases when the values are explicitly
listed in the UHB, the current external code sets published by ISO will be leading.
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A wildcard is a placeholder for one or more characters that can be used to broaden a
search and its results. The user can enter a wildcard character in specific input fields
when searching for data.

When an input field allows the usage of wildcards, this is indicated by the suffix
‘(wildcards allowed)’ in the label of the field.

There are two characters that can be used for a wildcard search:
| The asterisk (*) — to specify any number of characters
| The question mark (?) — to specify exactly one unknown character

The wildcard search requires the input of at least two characters prior to the asterisk and
question mark. The wildcard characters can only be used at the end of the search
expression, not in the beginning or in the middle.

In the GUI, mandatory fields are marked with an asterisk (*) in the label. On some
screens, whole sections and not just single fields are marked as mandatory. This is
because the sections have to include certain information that however can be provided by
different input fields. An asterisk next to the section divider indicates mandatory sections.
All mandatory fields and sections have to be filled in before the user can proceed.

The user can navigate the GUI with the keyboard for a more effective workflow.
The following general principles apply to the keyboard navigation:

| All interaction elements are reachable via keyboard. Interaction elements are ele-
ments that are used to trigger an action or modify data.

| Elements that are currently in focus via keyboard navigation are visually highlighted.

I When opening or reloading a screen or pop-up, the focused element is the first sec-
tion divider. If the screen or pop-up does not have a divider, the focus is positioned
on the first interaction element.

| Each screen and interaction element is navigated from left to right and from top to
bottom.

The user can utilise the following keys and shortcuts while navigating via keyboard:
| The ‘Tab’ key navigates to the next interaction element.
| The ‘Shift + Tab’ shortcut navigates to the previous interaction element.

| The ‘Up’ and ‘Down’ arrow keys move the cursor within a scrollable or paging ele-
ment (e.g. a list or a menu).

| The ‘Left’ and ‘Right’ arrow keys navigate between the menu hierarchy.
| The ‘Enter’ key triggers an action for the element in focus.
| The ‘Esc’ key triggers an action to dismiss.

| The ‘Ctrl + M’ shortcut opens the main menu.
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I The ‘Ctrl + Y’ shortcut opens the context menu related to the item in focus. The con-
text menu can also be opened via the context menu button described in chapter
Common Buttons and Icons [ 60] or the menu key on the keyboard.

Wording

For elements such as buttons, links or context menu entries the UHB uses the phrasing
‘to click on’, even though the user can also trigger these elements via keyboard naviga-
tion.

For certain columns on list screens, there is a mouse-over function that allows the user to
see additional information for specific list entries. In order to use this function, the user
has to hover the mouse over the specific list entry for which the additional information is
to be shown.

The respective field description in the Screen Reference Guide indicates if the mouse-
over function is available for a specific column.

4.5 Common Buttons and Icons

While working with the CLM GUI, the user will find that some buttons and icons appear
regularly.

The user can click on this button to open a section of a screen. This button is positioned
to the left of a divider of a section.

Search Criteria

Figure 43 - Open Button

The user can click on this button to close a section of a screen. This button is positioned
to the left of a divider of a section.

= Search Criteria

Figure 44 - Close Button

The page number button indicates the number of a page of a result list by showing a
number. The user can click on the respective page number button in order to directly
jump to that page of a list.
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Figure 45 - Page Number Button

The active page number button is coloured in a darker blue and indicates on which page
of a result list the user is currently located.

2

Figure 46 - Active Page Number Button

The user can click on this button to return to the first page of a list.

Figure 47 - First Page Button

The user can click on this button to return to the previous page of a list.

Figure 48 - Preceding Page Button

The user can click on this button to go to the following page of a list.

Figure 49 - Following Page Button

The user can click on this button to go to the last page of a list.

Figure 50 - Last Page Button

The refresh button is positioned in the top right of the results divider on list screens. The
user can click on this button to reload the content inside the results divider with the
previously used search criteria.

Refresh

Figure 51 - Refresh Button

The last refresh of the results set is indicated by a timestamp to the left of the refresh
button.
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Last Refresh: 2021-06-28 13:04:43 CEST

Figure 52 - Refresh Button with Timestamp

The user can click on this button to export all data that the executed query has delivered.
The complete result set will be exported, not only the visible rows limited to 2,000 entries
in the GUI. Upon clicking on this button, the download starts immediately.

The format of the downloaded file is CSV and the name of the file includes the
component name, the screen name, the name of the table header and a timestamp.

The exported file is structured into a header and a body. The header is separated from
the body by a double slash (*//’).

The header of the exported file includes the component name, the screen name, the
name of the table header, the name of the user and a timestamp. In the row below, the
used search criteria are contained.

The body of the file includes the data of the query in a CSV file — using semicolons as
field delimiters. For amounts displayed in the GUI, the corresponding currency will be
contained in a separate column in the exported file.

Figure 53 - Export Button

The user can click on this button to open the available context menu options of the list
entries. This button is equivalent to a right-click with the mouse while using a touchpad or
keyboard navigation. The button is positioned at the very right of the respective list
entries.

Figure 54 - Context Menu Button

The add button can appear to the right next to the divider of a section that contains
reoccurring groups. The user can click on this button in order to add a new sub-section to
the divider.

Add

Figure 55 - Add Button

The delete button can appear to the right next to the divider of a section that contains
reoccurring groups. The user can click on this button in order to remove a sub-section
from the divider.
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Figure 56 - Delete Button

This button can appear to the left of certain input fields. The user can click on this button
in order to add new lines to an input field.

Figure 57 - ‘+’ Button

This button can appear to the left of certain input fields. The user can click on this button
in order to remove lines from an input field.

-

Figure 58 - ‘- Button

This button can appear within input fields that have a smart-select option. It opens a
smart-select screen where one or more search criteria can be used to find the desired
option.

Figure 59 - Smart-Select Button

This button can appear within input fields that allow the user to select a date. It opens a
date picker as a pop-up.

&

Figure 60 - Calendar Button

This button can appear within input fields that allow the user to select a time. It opens a
time picker as a pop-up.

Figure 61 - Clock Button

The button bar contains a certain set of screen-specific buttons such as the ‘Submit’
button or the ‘Reset’ button. The buttons in the button bar can vary depending on the
screen and are described for each screen individually in the Screen Reference Guide. If
the user enters data that does not pass the front-end validation, the ‘Submit’ button in the
button bar is disabled.

This icon can appear to the left of fields that require the input of a date, time or amount.
When entering an amount, this icon indicates ‘more than or equal to’. When entering a
date/time, this icon indicates ‘after or equal to’.
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Figure 62 - ‘More than or equal to’ Icon

This icon can appear to the left of fields that require the input of a date, time or amount.
When entering an amount, this icon indicates ‘less than or equal to’. When entering a
date/time, this icon indicates ‘before or equal to’.

Figure 63 - ‘Less than or equal to’ Icon

This icon can appear to the left of fields that require the input of a date, time or amount.
When entering an amount, this icon indicates ‘less than’. When entering a date/time, this
icon indicates ‘before’.

Figure 64 - ‘Less than’ Icon

This icon can appear next to an input field that requires the input of a date, time or
amount to be used as a filter criteria which needs to be matched exactly.

= |

Figure 65 - ‘Equal’ Icon

This icon can appear on specific screens. Upon clicking on this icon, the user is
redirected to certain screens while transmitting the values of the current screen.

4

Figure 66 - Arrow Icon

This icon indicates that an operation has been completed successfully.

Figure 67 - Success Icon

This icon indicates that some type of error occurred. By hovering the mouse over the
error icon, the user can get further information on the error.

Figure 68 - Error Icon

This icon can be used to close boxes or pop-ups.
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X

Figure 69 - 'x' Icon

This animated icon indicates that a screen is loading or being updated.

2

Figure 70 - Loading Screen Icon

This icon indicates that the user is not allowed to see a value of one or more specific
fields in a result set due to restrictions in his data scope.

&

Figure 71 - Lock Icon

4.6 Validations

The data entered in the CLM GUI undergoes a validation process consisting of up to
three phases.

As a first phase of the validation process, the front-end validation takes place without
communication with the back-end. This occurs while the user is entering data. The front-
end validation may include field validations and cross-field validations. The field validation
verifies that the entry complies with the required format. The cross-field validation checks
the data consistency between two or more fields in relation to each other. In case of a
front-end validation error, a red error icon will be shown next to the erroneous input field.
By hovering the mouse over the error icon, the user can get further information on the
error.

The front-end validation assists the user in detecting erroneous data as early as possible.

After a successful front-end validation, the user can submit data by clicking on the
relevant button.

Data submitted to query information is subject to consistency checks in the back-end
(e.g. regarding mandatory information needed to execute the query). The user is
informed in the notification area if a consistency check fails.

Data submitted for further processing is subject to immediate business validations in the
backend. The user is informed about the result of these validations in the notification
area. There are two different message types available, the error notification and the
success notification.

The chapter References for Error Messages for GUI Screens contains the error codes
that may appear in the notification area if the synchronous back-end validation fails.
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After the successful synchronous back-end validation of a GUI instruction a task is
created to asynchronously process the data entered or modified in the GUIL. The
processing of such a task encompasses the asynchronous back-end validation. In
contrast to GUI instructions no tasks are created for GUI queries.

Due to the asynchronous processing of tasks in the task queue, the result of this
validation phase will not be available immediately and it will not be displayed within the
screen on which the data has been entered. The user can query the ‘Task Queue —
Query Screen’ for further information.

The error messages resulting from the asynchronous back-end validation are not in the
scope of the UHB. For details on these error messages see CLM UDFS, chapter 'Index of
validation rules and error codes’.

With regard to
| the creation of cash transfer orders in the GUI and
| the contingency upload of A2A files and messages in U2A,

only a subset of business validations is included in the synchronous back-end validation.
The remaining business validations are part of the subsequent asynchronous back-end
validation.

For all other GUI instructions the whole set of business validations is part of the
synchronous back-end validation.

The execution validations are irrespective of the kind of GUI instruction included in the
asynchronous back-end validation.

The following table gives an overview of the validation process:
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Check result|Queries Creation of cash All other GUI
transfer orders in the instructions

GUI, contingency
upload of A2A files and

messages
Front-end yes Data Data consistency checks Data
validation consistency consistency
checks checks
Synchronous yes Data Initial business validations, All business
back-end consistency NRO validation validations,
validation checks

NRO validation

Asynchronous  no n.a. Subsequent business Execution
back-end validations, execution validations
validation validations

Table 13 - Validation process

4-Eyes Mode Depending on the access rights setup, the user can operate the CLM GUI in 2-eyes or in
4-eyes mode. The 2-eyes mode and the 4-eyes mode apply for the set-up, the
modification and for any kind of deletion of data. If the 4-eyes mode is used, the actions
have to be confirmed by a second user in order to be processed.

A party can decide via allocation of roles (i.e. a dedicated set of privileges including
privileges in 2- and 4-eyes mode) whether a specific task can be done in 2-eyes or 4-
eyes mode in U2A. This allocation is relevant for all users of the respective party. It is not
possible to choose the same privilege in both modes.

Initial User In 4-eyes mode the initial user enters, changes or deletes the data on a screen and
afterwards submits the action by clicking on the submit button in the button bar. The
success notification appearing after successful validation includes a task ID. For the final
execution, a second user is needed to confirm the action in the ‘Task Queue — Details
Screen’.

Second User After the initial user has entered, changed or deleted the data, a second user (with the
required privilege) has to confirm or withdraw the action in the ‘Task Queue — Details
Screen’. 1 As soon as the data changes are confirmed, CLM marks them as confirmed
and forwards them for further processing. If a task is altered, the original task is revoked

1 In case of a modification, technically the original task is deleted and a new task with the modified values is created.
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and the new task is waiting for approval, if the altering user also only has 4-eyes mode
privileges.

In order to ensure NRO for critical transactions, the use of a digital signature has been
implemented for specific screens. The user will be asked to enter a PIN code for
signature purposes whenever an instruction is initiated. With the entry of the PIN code, a
digital signature is attached to the instruction.

After the user clicks on the relevant button, e.g. ‘Submit’ on the screen, the Ascertia
Go>Sign Desktop client is called from the GUI opening a pop-up. This pop-up will handle
the PIN code entry and validation against the signature stored on the device. The pop-up
offers the possibility to confirm the PIN entry (‘OK’) or to cancel the PIN entry (‘Cancel’)
and return to the previous screen.

Enter PIN for token: S mums X

Enter PIN [Attempt: 1]

OK Cancel

Figure 72 - NRO - Enter PIN — Pop-up
The following principles apply to the digital signature:

| The acceptance of the signature is not a confirmation of the execution of the GUI in-
struction in the back-end. The user signature is only used to confirm that the user
authorised an entry. In case the back-end validation returns an error, the signature
process has to be repeated after the correction of data.

| Generally, only one instruction at a time can be signed. There are, however, specific
use cases which can be processed via bulk action. This allows the user to initiate
and therefore sign more than one instruction of the same use case at the same time.

I In case of 4-eyes mode, the user who initiates the instruction and the user confirm-
ing the instruction both have to sign individually using their respective certificates.

| The PIN is blocked when it is entered five times in a wrong way.

Use case Bulk action possible

This table lists the use cases for which the NRO feature is implemented. It further shows if a

processing via bulk action is possible.

Authorise/cancel minimum reserve infringement penalty payment
Confirmation/Withdrawal of 4-eyes task entries

Create and modify credit line Yes

Enter broadcast
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Enter current liquidity transfer order

Enter current reservation

Enter marginal lending on request 2

Enter overnight deposit 3

Enter payment order — pacs.009
Enter/modify minimum reserve requirement 4
Manual reverse booking

Modify 4 eyes tasks

Modify cash transfer order

Modify current reservation

Modify minimum reserve fulfilment ®
Release cash transfer order of blocked party
Reorder payment in queue

Repeat sending

Revocation of payment

Simulate a positive receipt

Simulate receipt

Upload A2A file or message via U2A

2 This use case is only relevant for users with party operating in EUR.
3 This use case is only relevant for users with party operating in EUR.
4 This use case is only relevant for users with party operating in EUR.
5 This use case is only relevant for users with party operating in EUR.
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Table 14 - Use Cases with NRO Validation

4.7 Online Help

The online help is a context sensitive display of the content of the UHB. It can be
accessed from the CLM GUI by clicking on the online help button which opens the screen
description corresponding to the current screen in a new tab.

The table of contents on the left side offers the possibility to navigate to other parts of the
online help.

Figure 73 - Online Help Button

Messages — Details Screen

Figure 74 - Online Help

Label Element Description

A TARGET Services T2 Logo This area shows the TARGET Services T2 logo.
Clicking on the logo opens the welcome screen of
the online help, providing information on the
author, version number and publication date of the
UHB.

B Breadcrumb This area shows the navigation hierarchy to the

currently opened UHB chapter.

It contains links to the higher-ranking chapters in

the navigation structure of the online help.
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C Content area This area is the main element of the online help

displaying the content of the UHB.

D Home button This button opens the welcome screen of the
online help, providing information on the author,

version number and publication date of the UHB.

E Search field This field allows the user to search for specific

keywords.

After executing the search, a result list with the

relevant UHB chapters will be displayed.

F Table of contents The table of contents serves as a navigation
element providing access to the content of the
UHB by structuring it hierarchically into different

chapters and sub-chapters.

The currently opened chapter is highlighted in

orange.

Table 15 - Online Help
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5 Screen Reference Guide — Description of
Screens

The screen reference guide offers an overview of all CLM GUI screens that are available
in U2A mode. Each screen description focuses on a specific screen and describes the
elements (e.g. fields or buttons) that it contains. The structure for each screen description
follows the same principle and contains the following elements.

The context of usage describes the content and functions of the screen and the possible
actions that can be performed. It also describes special features or restrictions of the
screen and the relations to other screens of the GUI.

The screen access section lists every possible way to access a screen. This includes
navigation via the menu, via other screens as well as navigation via context menus and
buttons. Menu entries that have to be clicked on are indicated by >>’ in the respective
order. Buttons that have to be clicked on are indicated by ‘[Button Name]' and context
menu entries that have to be clicked on are referred to as shown in the example below.
Context menu entries can be accessed by right-clicking on a list entry on a list or details
screen.

Example

Navigation via the menu:

Cash Transfers and Messages >> Messages — Query Screen

Navigation via other screens:

Cash Transfers and Messages >> Messages — Query Screen >> [Submit]
Navigation via context menu:

Cash Transfers and Messages >> Messages — Query Screen >> [Submit] >> Context
menu entry ‘Details’

The privileges section lists all necessary privileges in order to access a screen and to use
its main functions. Privileges that are only necessary to use a specific function of the
screen are listed in the description of the respective button, context menu entry or field.

The references section lists all use cases of the Screen User Guide that include the
respective screen. The use cases are linked so that the user can jump to the necessary
information in order to complete common workflows.

A screenshot of the respective screen is provided in order to serve as orientation when
working with the GUI. All screenshots are based on the maximum of access rights, so
deviations are possible if the user does not own all privileges which are necessary to use
the screen to its full extent. In addition, deviations between the screenshot and the
field/button descriptions are possible in a case of mutually exclusive functions or based
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on a specific selection the user has made. Values shown on the screenshot may also
deviate from the default values indicated in the description.

The field descriptions section provides the relevant information related to a respective
field such as field function, possible values, mandatory content (*) or required format for
the input of data.

The field descriptions are structured in table format with a separate table for each section
of the screen. The title cell of each table serves as a navigation element that contains the
section of the screen in which the described fields appear. The following figure explains
the structure of a field description.

A
LIQUIDITY TRANSFER — NEW SCREEN — LIQUIDITY TRANSFER DETAILS

B | = Amount* This field requires the user to enter the amount of funds that is

subject to the transfer.

The currency of the entered amount is shown automatically to
the right of the field. The shown currency depends on the
identification of the logged in user.

Required format: decimal, up to 18 total digits including 0 to 2
fractional digits

References for error messages [ 582]:
1 U023

Figure 75 - Structure of a Field Description

Label Element Description

A Title cell The title cell shows in which section of the screen
the field appears and serves as navigation help for

the user.

B Field name The field name is the name of each field on the
screen. Mandatory fields are marked with an

asterisk after the field name.

C Field description The field description indicates the function of the
field and the required or possible activity by the

user.

It also contains information regarding the
relationship to other fields, possible values or
format requirements as well as additional field-

specific information.
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Table 16 - Structure of a Field Description

All buttons specific to the screen are listed and described in a table. The buttons of the
button bar are listed at the end of each screen description. On some screens, buttons can
appear in the business content part of the content area. In this case, they are listed and
described at the position of the screen at which they appear. Therefore, tables that
describe fields and tables that describe buttons can alternate. The word ‘Buttons’ in the
title cell of a table indicates that a table describes a button.

All context menu entries that are available on a specific screen are listed and described in
a table at the position of the screen at which they appear. Therefore, tables that describe
fields and tables that describe context menu entries can alternate. The word ‘Context
Menu’ in the title cell of a table indicates that a table describes a context menu.

Wording

Screens involving a cash transfer do not differentiate between a cash transfer order and
a cash transfer (settled cash transfer order). Accordingly, the UHB only differentiates
between cash transfers and cash transfer orders if relevant for a specific function. In all
other functions a cash transfer also means a cash transfer order.
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5.1 Cash Transfers and Messages

5.1.1 Cash Transfers — Query Screen

This screen offers the possibility to query cash transfers in CLM. It is possible to query
intra-service and inter-service cash transfers that include a CLM account.

The result list can be filtered by different attributes given on this screen and will be sorted
by the values of a selected output parameter. The default setting is sorting by ‘Entry
Timestamp’ in descending order.

The cash transfers matching the data of the search fields are shown in the Cash
Transfers — List Screen [ 93].

This screen can be reached in the following way:

| Cash Transfers and Messages >> Cash Transfers — Query Screen

To use this screen the following privilege is needed:

| CLM_QueryCashTrans

This screen is part of the following use case:

| Queryl/List cash transfers [ 478]

DpopppEEE

Figure 76 - Cash Transfers — Query Screen (all sections closed)
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Figure 77 - Cash Transfers — Query Screen — General

Field
Descriptions CASH TRANSFERS — QUERY SCREEN — GENERAL

Credits / Debits This field offers the possibility to restrict the result list to cash

transfers of a specific transaction type.
Possible values:
| Credits and Debits
| Credits
| Debits
Default value: ‘Credits and Debits’
Message Type This field offers the possibility to restrict the result list to cash
transfers of a specific message type.
Select one or more of the following values:
| Financial Institution Credit Transfer (pacs.009)
| Financial Institution Direct Debit (pacs.010)
| Liquidity Credit Transfer (camt.050)

For details on the message types see CLM UDFS, chapters

‘List of messages’ and ‘List of messages specific for CBs’.
Default value: ‘No filter selected’

Cash Transfer Type This field offers the possibility to restrict the result list to cash
transfers of a specific cash transfer type.

This field and the field ‘Cash Transfer Category’ are mutually

exclusive.

Select one or more of the following values:
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| Liquidity Transfer

|  Payment

Default value: ‘No filter selected’

Cash Transfer Category This field offers the possibility to restrict the result list to cash

transfers of a specific category.

This field and the field ‘Cash Transfer Type’ are mutually

exclusive.

Select one or more of the following values:

| AMLR AML - Reimbursement Conn. Paym. &

| AMLS AML - Setting Up Conn. Paym. 7

| BILI Billing — Invoice

| BLKD CB Direct Debit Related To Seizure Of Funds

| CCBT EOD Settlement On CB ECB Accounts 8

| CONP Connected Payment

| IACP Interest Payment °

| LAUT Automated LT

| LCCA EOD LT Due To Closing Of Account

| LCCS Balances From Contingency Service

| LIIA Immediate LT - Intra-Service

| LIE Immediate LT - Inter-Service

| LIPU Immediate LT - Inter-Service Pull

| LRCB Rule-Based LT - Ceiling Breach

| LRFB Rule-Based LT - Floor Breach

| LRQP Rule-Based LT - Queued RTGS Cash Transfer

| LSIA Standing Order LT - Intra-Service

| LSIE Standing Order LT - Inter-Service

| MCBT EOD Settlement On ECB Mirror Accounts 1©

All rights reserved.

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR
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| MLIN ML Interest 1*

| MLRR ML On Request - Reimbursement 12

| MLRS ML On Request - Setting Up 13

| MLRV ML On Request - Reverse 4

| MRER Interest On Excess Reserve - Tier 2 15

| MREX Interest On Excess Reserve - Tier 1 16

| MRIN Interest On Minimum Reserve 17

| MRPN Penalties 18

| OCBO Other CBOs

| ODIN Overnight Deposit - Interest 1°

| ODRF Overnight Deposit - Refunding 2°

| ODRYV Overnight Deposit - Reverse Transaction 2

| ODSU Overnight Deposit - Setting Up 22

Default value: ‘No filter selected’

Cash Transfer Status This field offers the possibility to restrict the result list to cash

transfers of a specific status.

Select one or more of the following values:

10

11

12

13

14

15

16

17

18

19

20

21

22

All rights reserved.

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR

Cash Transfer Category only relevant for users with party operating in EUR
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| Earmarked

| Partially Settled
|  Queued
| Rejected
| Revoked
| Settled
|  Warehoused
Default value: ‘No filter selected’
Exact Amount This field offers the possibility to restrict the result list to cash
transfers of a specific amount.
This field and the fields ‘Amount From’ and ‘Amount To’ are

mutually exclusive.

Amount From This field offers the possibility to restrict the result list to cash
transfers of amounts equal to or higher than the value entered
in this field.

The value entered in this field has to be lower than the value

entered in the field ‘Amount To’.
This field and the field ‘Exact Amount’ are mutually exclusive.
Amount To This field offers the possibility to restrict the result list to cash

transfers of amounts smaller than the value entered in this
field.

The value entered in this field has to be higher than the value

entered in the field ‘Amount From’.

This field and the field ‘Exact Amount’ are mutually exclusive.

Table 17 - Cash Transfers — Query Screen — General
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Figure 78 - Cash Transfers — Query Screen — Value Date

Field
Descriptions CASH TRANSFERS - QUERY SCREEN — VALUE DATE

From This field offers the possibility to restrict the result list to cash

transfers with a starting value date on or after a specific date.

The date entered in this field has to be equal to or earlier than
the date entered in the field ‘To’. The user can choose
between the current day, a business day within the following

ten calendar days or can leave the field empty.

The user can enter a date manually or specify it by clicking on
the calendar button.

Default value: current business day

Required format: YYYY-MM-DD

To This field offers the possibility to restrict the result list to cash
transfers with an ending value date on or before a specific
date.

The date entered in this field has to be equal to or later than
the date entered in the field ‘From’. The user can choose
between the current day and a business day within the

following ten calendar days.

The user can enter a date manually or specify it by clicking on

the calendar button.
Default value: current business day +10 calendar days

Required format: YYYY-MM-DD

Table 18 - Cash Transfers — Query Screen — Value Date
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Figure 79 - Cash Transfers — Query Screen — Timing

Field
Descriptions CASH TRANSFERS — QUERY SCREEN — TIMING

Earliest Debit Timestamp From  This field offers the possibility to restrict the result list to cash
transfer orders with an earliest debit timestamp equal to or

later than the date and time entered in this field.

The value in this field must be earlier than the value in the field

‘Earliest Debit Timestamp To’.

The user can enter the timestamp manually or specify it by

clicking on the calendar button.

Required format: YYYY-MM-DD HH:MM:SS

Earliest Debit Timestamp To This field offers the possibility to restrict the result list to cash
transfer orders with an earliest debit timestamp earlier than

the date and time entered in this field.

The value in this field must be later than the value in the field

‘Earliest Debit Timestamp From’.

The user can enter the timestamp manually or specify it by

clicking on the calendar button.

Required format: YYYY-MM-DD HH:MM:SS

Latest Debit Timestamp From This field offers the possibility to restrict the result list to cash
transfer orders with a latest debit timestamp equal to or later

than the date and time entered in this field.

The value in this field must be earlier than the value in the field

‘Latest Debit Timestamp To'.

The user can enter the timestamp manually or specify it by

clicking on the calendar button.
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Required format: YYYY-MM-DD HH:MM:SS

Latest Debit Timestamp To This field offers the possibility to restrict the result list to cash
transfer orders with a latest debit timestamp earlier than the

date and time entered in this field.

The value in this field must be later than the value in the field

‘Latest Debit Timestamp From'.

The user can enter the timestamp manually or specify it by

clicking on the calendar button.
Required format: YYYY-MM-DD HH:MM:SS
Entry Timestamp From This field offers the possibility to restrict the result list to cash

transfers with an entry timestamp equal to or later than the

date and time entered in this field.

The value in this field must be earlier than the value in the field

‘Entry Timestamp To’.

The user can enter the timestamp manually or specify it by

clicking on the calendar button.

Required format: YYYY-MM-DD HH:MM:SS
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Entry Timestamp To This field offers the possibility to restrict the result list to cash

transfers with an entry timestamp earlier than the date and

time entered in this field.

The value in this field must be later than the value in the field

‘Entry Timestamp From’.

The user can enter the timestamp manually or specify it by

clicking on the calendar button.

Required format: YYYY-MM-DD HH:MM:SS

Settlement Timestamp From This field offers the possibility to restrict the result list to cash
transfers with a settlement timestamp equal to or later than the

date and time entered in this field.

The value in this field must be earlier than the value in the field

‘Settlement Timestamp To’.

The user can enter the timestamp manually or specify it by

clicking on the calendar button.
Required format: YYYY-MM-DD HH:MM:SS
Settlement Timestamp To This field offers the possibility to restrict the result list to cash

transfers with a settlement timestamp earlier than the date and

time entered in this field.

The value in this field must be later than the value in the field

‘Settlement Timestamp From'.

The user can enter the timestamp manually or specify it by

clicking on the calendar button.

Required format: YYYY-MM-DD HH:MM:SS

Table 19 - Cash Transfers — Query Screen — Timing
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Figure 80 - Cash Transfers — Query Screen — Account Selection

Field
Descriptions CASH TRANSFERS — QUERY SCREEN — ACCOUNT SELECTION

Account Number This field offers the possibility to restrict the result list to cash

transfers of one or more specific account number(s).
This field and the field ‘Account Type’ are mutually exclusive.

The user can enter the account number(s) manually or search
for them by clicking on the smart-select button and opening

the Cash Account Reference Data — Query Screen [ 361] as

a pop-up.

While searching, the displayed values are restricted to the

data scope of the user.

Depending on the selection made in the field ‘Credits / Debits’
the query will take into account the account number the user
enters in this field on the credit and/or debit side of the cash

transfer.
Default value: ‘No filter selected’

Required format: up to 34 characters — with the following

additional restrictions to the input value:

| Must not start or end with a space, but may have space/s
within the middle

| Must not start or end with a slash
| May contain slashes within the middle, but not more than

one consecutive slash

Account BIC This field offers the possibility to restrict the result list to cash

transfers of one or more specific account BIC(Ss).
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This field and the field ‘Account Type’ are mutually exclusive.

The user can enter the account BIC(s) manually or search for
them by clicking on the smart-select button and opening the

BICs — Query Screen [ 372] as a pop-up. While searching,

the displayed values are not restricted to the data scope of the

user.

Depending on the selection made in the field ‘Credits / Debits’
the query will take into account the account BIC the user
enters in this field on the credit and/or debit side of the cash

transfer.
Default value: ‘No filter selected’
Required format: 11 characters
Account Type This field offers the possibility to restrict the result list to cash
transfers of specific account types.

This field and the fields ‘Account BIC’ and ‘Account Number’

are mutually exclusive.

The value selected in this field is independent of the selection

made in ‘Credits / Debits’.
Select one or more of the following values:
| CB ECB Account 23
| CLM CB Account
| CLM Dedicated Transit Account For T2S
| CLM Dedicated Transit Account For TIPS
| CLM Dedicated Transit Account For RTGS
| CLM Technical Account for ECONS Il
| ECB Mirror Account 24
| Marginal Lending Account 25 26

| MCA

23

24

25

26

Account type only relevant for users with party operating in EUR

Account type only relevant for users with party operating in EUR

Until ECMS go-live

Account type only relevant for users with party operating in EUR
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Overnight Deposit Account 27
RTGS CB Account

RTGS DCA

RTGS Sub-Account

TIPS Account

TIPS AS Technical Account
TIPS Transit Account

T2S CB Account

T2S DCA

T2S Dedicated Transit Account

Default value: ‘No filter selected’

Table 20 - Cash Transfers — Query Screen — Account Selection

27 Account type only relevant for users with party operating in EUR
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Figure 81 - Cash Transfers — Query Screen — Identifier

CASH TRANSFERS — QUERY SCREEN — IDENTIFIER

Business Case ID

UETR

Instruction ID

End to End ID

This field offers the possibility to restrict the result list to cash

transfers with a specific business case identification.

Required format: up to 16 numerical characters

This field offers the possibility to restrict the result list by
entering a Unique End-to-End Transaction Reference (UETR).

Required format: 36 characters — up to 32 hexadecimal

characters separated by hyphens as follows:
XXXXXXXX-XXXKX-AXXX-YXXX-XXKXKXKKXKKKK
Character formats:

| x—any lowercase hexadecimal character

| 4 —fixed value

| y-—either:8,9,4a,b
This field offers the possibility to restrict the result list to cash
transfers with a specific instruction identification.

The instruction identification is a point to point reference that
can be used between the instructing party and the instructed

party to refer to the individual instruction.
Required format: up to 35 characters
This field offers the possibility to restrict the result list to cash

transfers with a specific end-to-end identification as assigned

by the initiating party.

This identification is passed on, unchanged, throughout the
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entire end-to-end chain. It can be used for reconciliation or to

link tasks relating to the transaction.
Required format: up to 35 characters

Clearing System Reference This field offers the possibility to restrict the result list to cash
transfers with a specific clearing system reference.

For the utilisation of this message item and for types of
messages that include it see CLM UDFS, chapter ‘List of

Messages'’.
Required format: up to 16 characters
Debtor BIC This field offers the possibility to restrict the result list to cash

transfers of a debtor as specified in the underlying message or

in the U2A liquidity transfer.

Required format: 8 or 11 characters

Creditor BIC This field offers the possibility to restrict the result list to cash
transfers of a creditor as specified in the underlying message

or in the U2A liquidity transfer.

Required format: 8 or 11 characters

Table 21 - Cash Transfers — Query Screen — Identifier
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Figure 82 - Cash Transfers — Query Screen — Sender and Receiver Information (BAH)

Field
Descriptions CASH TRANSFERS — QUERY SCREEN — SENDER AND RECEIVER INFORMATION (BAH)

From BIC This field offers the possibility to restrict the result list to cash

transfers with a specific BIC of the sender.

Required format: 8 or 11 characters

To BIC This field offers the possibility to restrict the result list to cash

transfers with a specific BIC of the receiver.

Required format: 8 or 11 characters

Table 22 - Cash Transfers — Query Screen — Sender and Receiver Information (BAH)
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Figure 83 - Cash Transfers — Query Screen — Counterparty Country

Field
Descriptions CASH TRANSFERS — QUERY SCREEN — COUNTERPARTY COUNTRY

Counterparty Country This field offers the possibility to restrict the result list to cash

transfers of specific counterparty countries.

Default value: ‘No filter selected’

Table 23 - Cash Transfers — Query Screen — Counterparty Country
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